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Secure Range Queries

The problem
• Many different solutions
• Understanding performance / security tradeoff
• Heterogeneous security definitions and leakage profiles
• Performance not well-understood

• Some constructions were not even implemented
• Most constructions have at most prototype implementation
• Most of them were not benchmarked against one another
• Constructions use different primitive implementations
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Secure Range Queries

The solution
• Analysed security and leakages of the constructions under
a common framework

• Analysed theoretically performance of the constructions
• Implemented and run experiments

• Implemented 5 OPE / ORE schemes and 5 range query
protocols

• Used same language, framework and primitive
implementations

• Benchmarked primitives execution times
• Simulated insertion and query stages of all protocols

• OPE / ORE schemes use our implementation of B+ tree
• Used different data sizes and distributions, query loads,
cache policies and parameters of the constructions
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OPE / ORE schemes

Scheme

Primitive usage Ciphertext size, Leakage
Encryption Comparison or state size (In addition to inherent total order)

BCLO [Bol+09]

n HG none 2n ≈ Top half of the bits

CLWW [Che+16]

n PRF none 2n Most-significant differing bit

Lewi-Wu [LW16]

2n/d PRP
n
2d Hash n

d
(
λ+ n+ 2d+1

)
+ λ Most-significant differing block2nd

(
2d + 1

)
PRF

n
d2d Hash

CLOZ [Cas+18]

n PRF
n2 PPH n · h Equality pattern of most-significant differing bitn PPH

1 PRP

FH-OPE [Ker15]

1 Traversal 3 Traversals 3 · n · N Insertion order
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Range query protocols

Protocol

I/O requests Leakage Communication (result excluded)
Construction Query Construction Query

B+ tree with ORE

logB
N
B logB

N
B + r

B Same as ORE 1 1

Kerschbaum [KT17]

N
B log2

N
B + r

B Total order log2 N log2 N

POPE [Roc+16] warm

1 logL
N
B + r

B Partial order 1 logL N

POPE [Roc+16] cold

N/B Fully hiding N

Logarithmic-BRC [Dem+16]

— r Same as SSE — log2 N

ORAM

log2 NB log2
N
B

(
logB

N
B + r

B

) Fully hiding
log2 NB log2 NB(access pattern)
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Simulation results
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Conclusions

• Strengths, weaknesses and use cases for each
construction

• Ranked by security and performance
• Bugs in algorithms
• Security vulnerabilities in implementations
• Positive performance results for ORAM with B+ tree, and
Logarithmic-BRC
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